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Summary — “The aim of this review is to showcase best of breed Inventory products, highlight
the key differentiators and innovation in the inventory tools space and give readers of The
I'TAM Review impartial market intelligence to enable informed purchasing decisions.”
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INTRODUCTION

Trustworthy inventory information is fundamental to a successful I'T Asset Management
practice and underpins many different I'T projects.

In a recent article I explained ‘6 Ways to Build a Business Case for Inventory and Auto-
Discovery’. These ranged from defining I'T strategy, financial management and supporting
projects through to network security, support analytics and compliance. All of these projects rely
on accurate inventory information that all stakeholders can trust.

'The concepts of Inventory and Discovery go hand-in-hand. Inventory provides a global view of
all I'T assets the company owns and discovery enables the inputs and outputs to be factored into
this global view. The goal is informed decisions based on up-to-date and accurate information.

e Inventory: A dynamic list of I'T Assets available to the business (which maybe networked
or stock). This may include the configuration details for each asset, a history of changes made
to that asset and any relationships the asset has with other aspects of I'T.

* Auto-Discovery: The process of discovering all assets on the network to ensure Inventory
is accurate and includes all items. Auto-Discovery will help find new assets on the network,
identify changes and ensure a network-wide view.

'The aim of this review is to showcase best of breed Inventory products, highlight the key
differentiators and innovation in the inventory tools space and give readers of The ITAM
Review impartial market intelligence to enable informed purchasing decisions.

In particular, I am keen to highlight that innovation in this space is alive and well. Accurate and
reliable inventory data is the cornerstone of any I'T' Asset Management practice and inventory
should not be viewed as a commodity item. These technologies show how organizations can
build and maintain an accurate view of their estate which will lead to many downstream
benefits.
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SUPPORTING ARTICLES & RESOURCES

e Inventory & Discovery Tools Assessment Criteria — 48 Questions

* 6 Ways to Build a Business Case for Inventory and Auto-Discovery

* Agent vs. Agentless
e Total Number of I'T Assets — The Most Basic of Metrics

* Software Usage Monitoring and Work’s Councils — It Can Be Done!

* Software Recognition — What'’s the Big Deal?

* Software Usage Monitoring
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MARKET POSITIONING

'The table below provides a high level summary of the market positioning for each vendor.

'The positioning refers to ‘Primary’ market sectors. This does not mean that vendors work in
these sectors alone, but rather this is my opinion of where their key focus lies. For example
iQuate are predominantly focussed on the datacenter but also discover desktops if required.
Similarly FrontRange have many Enterprise level customers but their core market is Mid-

Market.

Key Market Sectors are as follows:

* Desktop or DataCenter — Which environment is the primary focus for each vendor?

* Mid-Market — Organizations between 250 and 10,000 assets

* Enterprise — Organizations with greater than 10,000 assets

Vendor
BDNA

FrontRange

HP
iQuate
Nexthink
Numara

ServiceNow

Primary Market Focus
Environment Mid-Market (250-10K) Enterprise > 10K

ALL W 4
ALL W4

ALL N 4
e Y 4
Desktops 4
ALL v
Datacenter W4
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COMPETITIVE OVERVIEW

'The next table provides a high level overview of competitive differences between the tools.

* In a nutshell — A brief description of each technology

* Primary Purpose — Each technology may be used in different ways but this is the main
purpose of the technology.

* Strengths — key positive points highlighted during the review

*  Weaknesses — key negative points highlighted during the review

Vendor

BDNA

FrontRange

HP

iQuate

Nexthink

Numara

In a nutshell...

Cleans and adds

market intelligence to

discovered assets in
large enterprises

Mature Inventory
Solution covering all
platforms

Highly configurable

data collector for HP
DDMI and HP Asset

Manager

Collects complex
server configurations
details to support

licensing decisions in

the datacenter.

Discovery and

relationship mapping

aimed at user
satisfaction and

application availability.

I'T Management Swiss

Army Knife

Enterprise-grade

agentless discovery and
relationship mapping

for datacenters.

Primary Purpose

Cleaning and
understanding asset
data

All-round inventory,
SAM, Service

Management

Populating CMDB
or Asset Repository

Datacenter License
Management

General desktop
inventory,
performance
problem detection,
Application
performance and
availability

All-round inventory,
Policy Governance,

I'T Management

Populating the
CMDB for Service
Management

Strengths
Appending business

intelligence to discovered
data. Rich Catalogue.

Project-led data mining,

Licensable status mapping.

Auto-discovery, easy to
use inventory, breadth of
coverage.

Highly configurable agent
deployment and scanning
options, ISO/IEC 19770-
2 Tags

Configurable Product
Adaptors, Datacenter
Focus, Time to Value -
quick agentless visibility

Inventory on Steroids,
Ease of Use, Great
Reporting and Analysis,
oriented towards provision
of services

Versatile, Ease of Use,
Value for Money, Ability
to Take Action, Dynamic
Groups and Visualisation.
Versatile, Ease of Use,
Bird’s Eye View of
Business Services,

Enterprise Data Mashups

Weaknesses

Information
source only. No
relationship
mapping. Oracle
database.
Disjointed
integrations.

Falling behind.

Unremarkable.
Limited reporting
and analytics. Only
becomes useful

with other HP
products.

Short on business
intelligence.

Cost, Windows
only

Application
Recognition (Add/
Remove Progs.)
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CUSTOMERS

Approximate number of customers for each product (as of Autumn 2011):
« BDNA ~ 200

 FrontRange Solutions Discovery ~ 2500

« HP DDMI ~ 500

* iQuate iQSonar ~ 30

* Nexthink ~ 170

*  Numara ~ 900

* ServiceNow Discover ~ 150

DATABASE

Back-end database used for each vendor:

* BDNA - Oracle

 FrontRange Solutions — Microsoft SQL

« HP-MySQL

* iQuate — Microsoft SQL

* Nexthink — In-memory data SQLite. Web reporting PostgreSQL
* Numara Software — Microsoft SQL, Oracle, or PostgreSQL

* ServiceNow — MySQL
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COMPETITIVE DIFFERENTIATORS

'The table below includes some specific competitive differentiators between the different vendors.
'These features have been chosen specifically to demonstrate the different approaches, scope and
methodologies for each vendor.

1. Green I'T — Some tools provide information to support projects to reduce I'T power
consumption.

2. Physical Location — The ability to dynamically track the physical location of a device
dependent on it’s relationship with the Switch it is connected to. 'This is an automated
process in some tools, a manual process in others.

3. End User Interactivity — For some countries it is a legal requirement to be able to interact
with the audit process (See also ‘Software Usage Monitoring and Work’s Councils — It Can

be Done!).

4. Inventory Methodology — Deploying an agent to each device or interacting via the network
(See also ‘Agent vs Agentless’)

5. Software Usage Monitoring — The ability to track whether software is being used. This only
applies to tools using an agent, since it requires ongoing monitoring (See also ‘Software

Usage Monitoring’).

6. Software Recognition Database — Comparison of what is found on the network to an
internal database for interpretation (See also — ‘Software Recognition — What’s the Big

Deal?).

7. Relationship Mapping — The ability to present visual maps of the relationships and

dependencies between assets.

8. Meta Data —The ability to append additional information to assets. This is especially
important if an additional asset management tool is not being used. For example the ability
to store purchase information or references to other systems.

9. Alerting — Some tools offer point in time analysis (What did things look like on Monday?
what did things look like on Wednesday? Let’s compare the difference.) and some tools offer
an ongoing dynamic view of the estate and alert to changes.

10.Migration Support — Some tools offer scenario modeling which forecast compatibility with
tuture platforms or builds. For example show me which assets in my estate are suitable for

Windows 7.
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BDNA FrontRange HP  iQuate Nexthink Numara ServiceNow

Business intelligence

regarding power, power
1 ratings or other metrics Yes No No No No Yes No
pertinent to Green I'T
projects?
Automatic Physical
Location Tracking

End User Interactivity
- Are users (whose
machines are being
audited) able to interact,
3 interupt or otherwise No Yes No No No Yes No
correspond with the
audit process e.g. cancel
the audit, fill in a form

No Yes No No No No No

etc.
Inventory Methodology Agentor Agent- Agent and
4 (agent, agentless) Agentless Agent Agentless  less Agent Agentless Agentless
Is Software Usage
o s
5 Monitoring Provided: No Passive Passive No Passive Active No

Passive (Reporting) or
Active (controlling use)

6 Inbuilt Software Yes Yes Yes No Yes Yes No

Recognition Database

Does your software
provide detail regarding
asset relationships?
7 (e.g. Mapping between No No Yes No Yes Yes Yes
devices, users, Apps,
Networks, Services,
Dependencies)

Storage of Non-
networked information
8  (e.g.Purchase date, PO No Yes No No Yes Yes Yes
number, Warranty, Org.
Unit etc.)

9  Alerting No Yes Yes No Yes Yes Yes
Features to assist with

10 migration or upgrade Yes Yes No No Yes Yes No
projects?
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BEST IN CLASS

Of the seven technologies reviewed I was particularly impressed with the following vendors:

 BEST IN CLASS - MID-MARKET- Numara FootPrints Inventory Manager and

Compliance Manager

* BEST IN CLASS - ENTERPRISE - ServiceNow Discovery
 BEST ALLTOOLS — Numara FootPrints Inventory Manager and Compliance Manager

Video Overview ~ 25 Mins

Inventory & Discovery Tools Group Test [ The ITAM Review]

DISCLAIMER, SCOPE & LIMITATIONS

'The information contained in this review is based on sources and information believed to be
accurate as of the time it was created. Therefore, the completeness and current accuracy of the
information provided cannot be guaranteed. Readers should therefore use the contents of this
review as a general guideline and not as the ultimate source of truth.

Similarly, this review is not based on rigorous and exhaustive technical study. The ITAM Review
recommends that readers complete a thorough live evaluation before investing in technology.

'This is paid review. That is, the vendors included in this review paid to participate in exchange
for all results and analysis being published free of charge without registration. For further
information please read the ‘Group Tests’ section on our Disclosure page.

The ITAM Review :: www.itassetmanagement.net


www.itassetmanagement.net
http://www.itassetmanagement.net/inventory-discovery-tools-review/numara-software/
http://www.itassetmanagement.net/inventory-discovery-tools-review/numara-software/
http://www.itassetmanagement.net/inventory-discovery-tools-review/servicenow/
http://www.itassetmanagement.net/inventory-discovery-tools-review/numara-software/
http://vimeo.com/31511547
http://www.itassetmanagement.net/about-us/disclosures/

BDNA

Introduction

The BDNA solution set consists of three main B D N A

products:

* Discover — technology for agentless network
discovery

* Normalize — the ability to import and cleanse inventory data from other systems

* Technopedia — a database of what BDNA call ‘market data’, a dynamic reference library of
additional non-discoverable information regarding each discovered asset.

Infrastructure & Methodology

BDNA's aim is to provide an accurate baseline in which to feed other downstream systems.

Users begin with agentless discovery to find all assets on the network. The Discovery process
includes three progressively deeper scans:

1. An initial light sweep of the network to identify the existence of assets
2. A more thorough discovery using non-admin rights to identify configurations and software

3. Finally, communication with specific applications to identify configurations, for example
communicating with an Oracle database to identify a user table.

In addition to BDNA Discover, BDNA also offer Normalize, which allows organizations to
import inventory from traditional agent based discovery systems such as SCCM, Altiris, and
LANDesk etc. As the name suggests, Normalize cleans up and organizes third party inventory
data so it can be converted into useful information.

BDNA Discover data can either provide the foundation of a specific project or campaign (such
as an operating system migration, security analysis, energy reduction etc.) or can be used as a
data feed to supply license management or configuration systems for service management.

'This technology is aimed at very large organizations with large chaotic networks that perhaps
need an additional source of intelligence to compliment their existing mix of systems
management tools.
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Administrators of the system can configure views, apply filters, roll-up columns and generally
dice and splice the data. Comparisons can also be made between data sets; for example a user
might compare the results from January and February in order to show:

*  Show me the new assets
« Show the assets that disappeared during that time frame

* Show the assets that changed

* Show me the assets that stayed the same

Screenshots

Larger screenshots available online at: http://www.itassetmanagement.net/inventory-discovery-
tools-review

\f-i—l!

All Hardware and m
Software — g -
.,,. | Windows7 Migration
t Vendor Audit

. Consolidations
Discover Green IT

Technopedia

Processes

---------------------------------- - CMDB

E;i—;: LANDesk (&B : : IT Asset Management

Software Compliance

- Microsoft - altiris g IT Service Management

Existing Discovery Tools BDNA
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Hyperion CapPlan 5_1-d

Raw Data Sun0S 5.9 sun4u SPARC SUNW
Manufacturer Oracle Oracle Oracle

| Family -- Hyperion --
Product Solaris Capital Planning Sun Blade 100

| Version 9 5.1 --
Category OS > Unix Application > Finance | Hardware > Servers

| Power == - 455W

| Support Vintage Phase | Premier Current

| End-of-Life Nov 2012 August 2011 May 2013

| Win7 Compat -- Yes --
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Augmented Reality for IT Assets

In my opinion, the BDNA raison d€tre and key competitive differentiator is “Technopedia’.

In a nutshell, Technopedia cross references discovered assets with a library of additional
information about that asset. If I find an old XP box on the network it will append additional
meta-data to that asset based on collated market information. This is beyond the scope of the
usual WMI requests and provides data on dimensions, power consumption, cores, PVU values
etc.

Similarly if I find an application on the network Technopedia will apply additional intelligence
about that application such as

* Does it need a license?

*  What type of application is it?

* Isit compatible with Windows 7?

*  Who is the current manufacturer?

* Has the vendor been acquired?

*  When will the product become end of life?

* In what functional category does this application belong?

* Isit part of a suite and/or product family?

Some competitive vendors have collated this information in pockets but it is rare to see such
a library of information with such depth and breadth. BDNA claim to have over 400,000

products listed and over 14.5 million data points.

Strengths

'The recent addition of licensable status is a strong offering if organizations can harness the
information correctly. In theory, organizations with existing large deployments of traditional
systems management tools can feed the raw data through BDNA and quickly highlight
licensable software for certain vendors. This may prove to be very useful for tactical software
compliance projects.

Similarly BDNA can harness existing inventory data to underpin other tactical projects such as
operating system migrations, hardware refreshes, virtualization consolidation projects, software
consolidations and all-round cost cutting.

One of the main strengths of BDNA Normalize is that it enables organizations to align
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information from their existing systems management applications to Technopedia without any
additional infrastructure and leveraging existing tools.

Weaknesses

'The backend components of the BDNA Discover system may be too onerous for
some organizations; the whole system contains a Linux server, Windows server and Oracle
database ('The front end is a Java based web application).

BDNA does not provide any dependency or relationship mapping beyond linking virtual to
physical hosts. Additionally some of BDNA Discover’s agentless competitors provide more
accessible and intuitive ways to cross-examine, visualize and take action on discovered data.

Finally, this is an information source only. Organizations making use of BDNA need to ensure
they have an efficient way to integrate this actionable information into existing management
applications (CMBDs, license compliance/mgmt systems, [ITAM/ITSM, etc.) to get the most

out of the information provided.

Product BDNA Discover
Version V7.5 (December 2010)
Methodology  Agentless Discovery
In anutshell ~ Cleans and adds market intelligence to discovered assets in large enterprises
Customers « 200
« Appending Market Intelligence to Discovered Assets

Strengths « Project-led data mining (Windows7 Upgrade, Greenl T, Compliance)
« Licensable Status Mapping

« Information source only — the ability to take action on information
Weaknesses o Access and Integration to Oracle Schema

« No relationship mapping

o Oracle
References o JPMorgan Chase
o Wells Fargo

o Size: Large Chaotic Enterprises
Primary

Market Focus

o Use: Cleaning and understanding asset data

« Environment: Desktop & Datacenter

Pricing Model Based on number of end-points. Priced as a perpetual, term or service license.
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From the brochure:

“The scope of enterprise I'T environments expands daily. The constant arrival of new devices,
applications, technologies and users makes answering fundamental questions such as “How
much...”” or “How many...?” a daunting task.

As organizations get mired in the complexity of simply gathering the appropriate data, decision
makers are left with little confidence in the information upon which they must act. Clarify your
vision of your entire IT estate with BDNA.

BDNA Discover provides the broadest and deepest visibility into all hardware and software
deployed across the enterprise without the use of software agents. Leveraging Technopedia
to discover, normalize and enrich your inventory, BDNA Discover delivers the most
comprehensive and accurate picture of your I'T infrastructure.

BDNA Discover is the ultimate “source for truth”, ensuring you can make confident decisions
and have current, accurate information quickly to drive key initiatives and projects such as
consolidations and license compliance.

Non-Intrusive: Without requiring software agents or administrative access, BDNA Discover
deploys easily across any size organization and delivers value quickly.

Accurate: Leveraging Technopedia, BDNA Discover normalizes hardware and software
information, ensuring you have the most up-to-date information to drive your key initiatives.

Comprehensive: BDNA Discover identifies all hardware and software as well as IP-enabled
non-IT devices such as point-of-sale terminals, medical devices and manufacturing equipment
to provide the most complete picture of the comprehensive IT estate.

Integrated: Through a well defined interface, the results from BDNA Discover embed
seamlessly into production operations, ensuring strategic initiatives achieve their promise by

leveraging high fidelity information.”

Links:

« BDNA Discover Data Sheet

«  White Paper: Understanding Discovery

*  White Paper: Software Licensing (check name)

* Contact BDNA
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FrontRange Solutions

Introduction

Front 4

FrontRange Discovery is a robust inventory and discovery SOLUTIONY¥
solution for companies with multiple locations and multiple

platforms.

FrontRange acquired this technology in 2008 from Centennial Software, whose heritage began with discovering
items on the network with date related issues in preparation for the year 2000. So this product is mature, it’s

been around the block and it’s had its wrinkles ironed out.

Neighbourhood Watch for Networks

Centennial were pioneers in the use of auto-discovery to build an accurate picture of the network. Prior to auto-
discovery administrators had to tell tools what to look for, which resulted in big holes in results and not very

reliable inventory data.

FrontRange use an agent to collect information on each device, and within each agent is listening technology,
which informs the administrator of any changes in the local vicinity. It alerts administrators of newly identified
machines without an agent, machines that have moved or changes in location. It’s like having neighbourhood
watch on the network and provides administrators peace of mind that their inventory data is up to date and

accurate — a corner stone for successful IT Asset Management.

FrontRange Discovery has acquired a large footprint of worldwide customers because it does a good job of
identifying everything on the network, ‘It does what it says on the tin’, it is easy to use and intuitive to manage

and generate reports.
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Screenshots

Larger screenshots available online at: http://www.itassetmanagement.net/inventory-discovery-

tools-review
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i Dell Inc. 1.0.3 (07/12/2007-1.0.3-6A790003C-00) 1 2/07/2007
= BB Memory
= = Tolal 4096 MB
= Slot DIMMY' contains 1024ME device, E4-bit wide 1rs DIMM
wm Slot DIMM2' contains 1024MB device, 64-bit wide Tns DIMM
& Slot DIMMY contains 1024MB device, B4-bit wide Tris DIMM
= Slot DIMMA4' contains 1024MB device, B4-bit wide Tns DIMM
= M Piocessol
M irtel Cove 2 Duo processor E4400 supporting Hyper-Thesading Technalogy 2000 MH;
= HP Adapter
H® Iniel(R) 82562-2 104100 Network Connection
= @ NVIDIA GeForce B300 G5
HJ RaM: 512 MB
BB Mavirmum Bie Per Pixel 32
HR Pixel Shader Version: 30
B9 LogMeln Minor Driver

B

& CHISV - Comtrol Carter EXr- -
File Edt View Took Help

2 HBF 00T SEY L BEEBEBED @& ==

Gvery Webh Edion Reposiiony Hame 4 Type S Last Contact
FrontRange B EMEA-DEMD-ESX.0310 emengov V... ESX Server Auda Complete 26/02/2000 1558
Duina ) EXGSDEMO.LOCAL Yiware fnc. . ESX Server audt Complete 20372011 1338
) ESHLDEMO.LOCAL VMware Ine. Vo, ESK Server ‘udat Complete bR ET VR ES
Genest | St | Spmom | Locaton | Rlstorshor | umom e, | benen
ﬂ Th fokowg resticnsnos rlomion s i for s Computer
EMEA-DEMO-E5X0315 omen gm Vilwam_ inc. Vidwars £5X Server 3510
EMEADEMO- 40203
EMEADEMO V0208
EMEA-DEMO-VM-0220
EMEA-DEMO-YM-0222
EMEADEMO-VM-0226
EMEADEMO-VM-0228
= EMEADEMOVM-0237
¥ il"‘”'"g " EMEADEMOVM0238
1 nregistere EMEA-DEMO-VM-0240
3"4““5n EMEA-DEMO-W2KHM-D127 adshor
5 ive Dinectory
o aters
{2 Schedules
o (4 Quenies
o ) Scftaare
5 (g Locations
3 RecyeleBin
oK Coce
Dene Teeat Bacerss 3
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Frontfian

‘Dashboard

AssetMgmt  Harcware

Settngs | Examples | Accessibity | Help | Logout
Dashboard Asset Mgmt Hardware Software Security
Reportnglevel ¥ FrontRange & Prnt Downoadas: T | |
Windows 7 Capable by Device Type 5 Disk partition availability by computer type =)
[ Reports and options: " [GiReporis and options.
55
50
s
0
£
0
25
0
15
10
5 E
15,% ‘@;% e ] F
G 7
S L9 B G Bk BB G b b G
M Windows 7 Capable 1 May be Windows 7 Capable
W Not Windows 7 Capable W PC W server M Portable I Other
FromPange Solsera Dcovery Ve Eten 7222011 ronananSoiins Oiscovry Vet cten 722011
Top 15 software by volume F  Operating systems =i
[+ Reports and options. {2l Reports and options.
5,000
5500
5000
4500
000
3,500
3000
2500
2,000
1500
1,000
500
° 4
% T % %,
T Y N T B B e B %, % %,
oy g ey, %‘% S
S *, “
e
3 » -
€. Local intranet | Protected Mode: Off d v R100% v

Help | Logout

Dashboard  AssetMgmt | Hardware

Reportnglevel ¥ FrontRange

Software Security

Home | Settings | Examples

Actessibity

Reportnglevel ¥ FrontRange i Print | Advanced
Software Products
Find
Tyve =]
Moty Microsof Corporaton =
Discovered in [ar Go
Installed copies Managed copies Virtualized copies
Manufacturer 4 Product Hlame 4 Product Type 4 Used 1+ Unused 14 Hon-DSM 4 LR Hon-Virtual +4 ThinApp t+ Appv e Total 4
4\ Microsoft Corporation 3D Pinball 5 Game 0 - 2 0 2 ] o 2 ae
Wicrosaft Corporatn Access 2000 Daiabase 0 s 3 0 3 0 o 3 29
Microsof Corporaton Access 2003 Dalatace 0 = s 0 s 0 0 s o0
Microsoft Corporation Access 2007 Database. 0 4 4 (] 0 4 0 4 (o1 )
Microsoft Corporation Access 95 Database (] 1 1 ) 1 0 0 1 ae
Nicrosof Corporation Access 97 Gaabas 0 3 3 0 3 0 o 3 20
Microsof Corporation Access Offcs Enterprise 2007 Datsbase 0 3 3 0 3 0 0 3 o9
Microsoft Corporation Access Office Professional 2007 Database. (] 3 3 0 3 0 0 3 a9
Microsoft Corporation Access Office Professional Edition 2003 Database 1 74 70 2 72 0 0 72 20
Wicrosaf Corporatn Access Offce FrofessionalPlus 2007 T 0 0 ) 0 10 0 o 0 o0

Products 1 to 10 01 764.

Help

Upgrade Costing Wizard

Fardvuare] o] o resuts

The tables below show the cost of upgrading systems to meet the following specification. Clicking on & number in the Count column of the Total Upgrade Costs table will display & summary of each system.

Total Upgrade Costs .
Count Unit Cost (5) Labor Cost (€] Labor Hours (i)
Replacement Systems 2 £3,400.00 £400.00 4.00
Memory Upgrades i £3600.00 £900.00 900
Disk Upgrades 2 £5,80000 £5,00000 5.0
Display Adapler Upgrades & £12,40000 £3,10000 3100
Total m £25,200.00 £10,200.00 102.00
Specification Assumptions for Upgrade Wizard
Specification Action
System Type AlIPCs & Portables
Processor Speed 16Hz Replace System
Winimum RAI 1c8 Upgrade Component
Disk Capacty 2068 Uparade Component
Free Disk Space 2068 Upgrade Component
Display Adapter RAM 128 MB Upgrade Component
Pixel Shader 20 Upgrade Component
Bits Per Pixel 32 Upgrade Component
Cost Assumptions for Upgrade Wizard
Unit Cost () Labor Cost (£) Labor Hours (H)
Replacement Systems £1,70000 £20000 200
Memory Uparadss 20000 £50.00 0s0
Disk Upgrades £200.00 £200.00 2.0
Display Adapter Upgrades £200.00 £50.00 050

4 We

jarning:
FrontRange Solutions Discovery Web Edition has ot audied 17 Systems. For more details check the Audt History report

Discovery 9.1 ©1958-2011 FrontRange Soksions USA Inc. Al

Done
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Homs | Semngs | Exenples coesbbily | He® | Logout

~
FrontRange  Discovery

SOLUTIONS™

Dazhboard Azt Mgmt Hardware: Software Security
Raporing kevel ¥ FroniRasge i Print Downioed s g | Aguances

Audit deployment status. 5  Disk partition availability by compuster type =]
7 Bieports and optians i Eimports and optans

55
50
A5
0
s

n
5
Audited Unauited 20
15

L T T T T T T T T T ¢

me W Server [ Portable I Other
Froechianga Sakrona Dacovery Web Bdann #1221 Froeesnge saurcra

Dimcrevery Wet Fckmon W18 1
Top 15 software manufacturers by volume (=i} Operating systems &
& Aeports and optens & Reports and oplans.

500

5000

5,50

5000

450

400

3500

L

2500

200
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0
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Impressive Coverage

FrontRange Discovery has an impressive coverage of both operating systems and platforms. It can audit
desktops, servers, virtual systems, various networks and geographical locations — all using a lightweight touch

and lean infrastructure.

Administrators of the system can build dashboards, management reports or perform bespoke queries to

interrogate and build insights from their inventory data.

From Leader to Follower

There is no doubt FrontRange Discovery is an impressive offering as a standalone Discovery and auto-
discovery solution. Its weakness is when administrators want to take action on the information they have found.
This is particularly apparent when Discovery 1s compared to its competitors and I believe FrontRange has fallen
a little behind in this respect.

FrontRange gives me a good picture of my estate, but I now need to action on that information, I need to begin

processes to rectify or manage what [ have found.

The FrontRange portfolio has grown through acquisition to expand its IT Asset and Service Management
capabilities and Discovery data is available to these other components via integrations. FrontRange’s
competitors do a better job of linking logically and efficiently with the other segments of the IT Asset Lifecycle

such as License Management, IMAC and Service Management, empowering user to take corrective action.

Similarly organizations looking to implement other FrontRange solutions alongside Discovery will need to
install multiple agents and use multiple logins; some competitors to FrontRange use a single agent and a single
login.
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In summary: FrontRange Discovery is still a very good solution, but the market has caught up with this Pioneer.

Product
Version

Methodology
In a nutshell
Customers

Strengths

Weaknesses

References

Primary

Market Focus

Pricing Model

FrontRange Discovery
9.1 (February 2011)
Agent-based Discovery and Auto-Discovery

Mature inventory solution covering all platforms.

c. 2500

Auto-discovery
Market leading Inventory and configuration management detail
Aesthetics and general ease of use

Breadth of coverage — operating system and platforms
'The ability to take action on information — weaker than competitors

Disjointed connections with other parts of the FrontRange oftering

BITMARCK Technik GmbH

Swisscom IT Services

Gloucester County Council
Size: Mid-Market 250 — 10,000

Use: All round inventory, SAM, service management

Environment: Desktop to Datacenter

Priced per agent. Available via perpetual, project license, subscription, SaaS.

Prices start around $20 per seat.
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From the brochure:

“FrontRange IT Asset Management Software
Reduce Cost, Risk and Complexity with Unified Control of the IT Estate

FrontRange IT Asset Management solutions help organizations support business goals by optimizing the
availability and cost-effectiveness of their IT assets, from Windows PCs through to Citrix and virtualized
servers. FrontRange offers a unified approach to IT asset management, including key modules for:

* Network Discovery — Inventory all hardware on the network, full software audit

*  Desktop Management — Centralized application & OS deployment, configuration
management

* Software Asset Management — Integrated software audit, license management and
application management

*  Citrix Server Management — Automated Citrix server deployment and management

* Virtualization Management — Unified management for virtualized hardware and software
assets

FrontRange IT Asset Management is ideal for organizations with growing, multi-platform distributed networks,
helping to dramatically reduce manual workload and enabling IT staff to focus on adding value to business
operations.”

Links:

 FrontRange Discovery Product Page

» Contact FrontRange

*  Product Evaluation

* Video Tour
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HP

Introduction

It is fashionable for lean start-up software companies to bash large software
corporations like HP. If you were to believe the marketing hype then you
might be forgiven for thinking that HP Software solutions are archaic old
dinosaurs ready to be put out to pasture — nothing could be further from

the truth. I found HP’s inventory offering; Discovery and Dependency
Mapping Inventory (HP DDMI) to be modern and relevant — but not

without it’s limitations.

Infrastructure and Methodology

HP DDMI is a browser based inventory tool that is powered by web server and MySQL database. It has a

modern look and feel with traditional ‘tree views’ of options and hierarchies.

DDMI includes the most configurable agent deployment and scanning options I have ever seen across a wide
array of supported platforms. Configuration options include agent behaviour, agent impact, network and device

protocols, data collected, and methods of deployment and network environment options.

It might be argued that most of these configuration options will be lost on the vast majority of organizations, but

if you manage a very bespoke network or a highly secure environment these options may prove valuable.

Software Recognition

HP DDMI V9.3 includes support for processing ISO / IEC 19770-2 SAM Standard Software Identification Tags.
Whilst this is no great feat of software engineering I believe it is significant that an organization the size of HP

is listening and responded to the market.

DDMI also includes a proprietary software library for recognizing software applications. At first glance DDMI
does a good job at this, although not enough for full-blown license management. So an organization would
need to use HP Asset Manager or another License Management facility if the primary interest in inventory was

Software Asset Management.
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Screenshots

Larger screenshots available online at: http://www.itassetmanagement.net/inventory-discovery-
tools-review

2] HP Discovery and Dependency Mapping Inventory

Executive/Summary Network Reports = ETM Server - Licenses by Application
Ea Network Documentation ETM Server > Reporis > Applications = By Application
Scamned fievice Reports, This report lists all currently recognized applications found on your scanned devices. These applications are included in the Software ~
Application Library.
Click an application name to view mere detailed information about that application.
Software Inventory Reports
Ri d Applicati
a @ e e Number of applications: 179
Applicanon Liosass Hepors Report data generated: Thursday, October 15, 2009 16:12:06 Pacific Daylight Tme  [Refresh Data]
@ Licenses by Application Applications shown; 11032
) Licenses by Publisher Skip to page: TERE N L
Application Running Utilization Reports
@ Runcing Utiization by Appication indexto applicaton ACDFGHIJMNOPSTUVWX
& (@ Running Utiization Details
containedin v  Application Name v Search: ) Up @ Down || Match case [l invert match
Application Focus Utilization Reports
@ Focus Utilization by Application = ¥
: S ‘ersion 2 icenses
B (3 Focus Utilzation Details © ) St Publisher Required Installed
2 [ 05 Reported Applications P xp $p3 Microsoft 0 1 E
05 Reported Applications | | (Microsoft Access)
i) OS Registered Appications - Application Summary Acrobat Reader 50 Adobe 1 1
(Adobe Acrobat Reader)
) 0S Registered Appications - Publisher Summary with Drill Bown
Active Perl 5.8.8 build 819 DDMI  ActiveState Software 0 g
&) Wt Software Features - Application Summary
Administration Assistant for WinNT = 92010 Oracle i} 1
@ WMI Software Features - Publisher Summary with Drill Down
Adobe Reader 814 Adobe ¥ *
s with L ifi ications =
AntiVirus 10.1.0396 ce Symantec 1 1
@ Unidentified Applications: Summary of Publishers with Unrecognized Files
Apache HTTP Server 2054 The Apache Seftware Foundation i/ 1
& [ Unrecognized Files
22.10 DDMI The Apache Seftware Foundation 0 1
Unrecognized File Reports
228 The Apache Seftware Foundation 1 1
Unrecognized Files Summary by Scanner Platform
22.9D0OMI The Apache Software Foundation 1 1
) Unrecognized Fies with Drill Down to Directories and Devices
L3 AssetCenter 3.50 sp1 Hewlett-Packard (Peregrine Systems) 1 1
@ Unrecognized Microsoft Windows Files with Publisher Information (Build 1310)
Devices with High Risk Files 360 sp4 Hewlett-Packard (Peregrine Systems) 1 1 e
[ Devices with High Risk Files Based on Frequency 4.00 Hewlett-Packard (Peregrine Systems) 1 1
) Devices with High Risk Files Based on Usage 44 Hewlett-Packard (Peregrine Systems) 1 1
Virtualization Reports AssetCenter AP 3.60 sp4 Hewlett-Packard (Peregrine Systems) 0 *
& [ Virtusl Devices 431 Hewlett-Packard (Peregrine Systems) 0 1
Solaris Zones Report 442 Hewlett-Packard (Peregrine Systems) 0 i
) Solaris Zones AsseiCenter DB Administrator 360 sp4 Hewleti-Packard (Peregrine Systems) 0 1
VMware Reports 431 Hewlett-Packard (Peregrine Systems) 0 1
MMware Hoats 442 Hewlett-Packard (Peregrine Systems) 0 1
) Viware Virtual Machines AssetCenter Export 360 sp4 Hewlett-Packard (Peregrine Systems) 0 1
) VMware VirtuaiCenter . 431 Hewlett-Packard (Peregrine Systems) (] 1 o
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DDM Inventory - VirtualCenter View

Scanned Device Reports

@ Scanned Device Summaries

@ Applications

@ Unrecognized Files

@ Microzoft Windows Vista Readiness

Number of VirtualCenter servers: 2
Number of ViMware hosts: 5

Report data generated: Friday, September 19, 2008 09:15:49 Eastern Daylight Time [Refresh Data]

VI hosts shown: 1106 on page 10f1
Virtualization Reports

& [y Virtual Devices VirtualCenter Server

Solaris Zones Report Device Server Version Platform UUID  Update Time
Solaris Zenes vmwar_hest1/ 15.178.180.108 | VMware VirttualCenter | 2.5.0 win32-x86 2008-09-11 05:00
VMware Reports VNV
[®) VMware Virtual Machines VMware Hosts
Viiware VirtualCenter Device Server Version Platform Meodel uuio oL ll_pdate
Count Time
Mobile Device Reports
R 15.178.180.230 350 vmnix- ProLiant 33383030-3738-5553- c 2008-08-
g 1obile Devices o 86 DL360 G4p | 4d35-31393032354d @ | 1702:03
WAN Reports . B .
QAESX35/15.178.180.29 VMware ESX | 3.5.0 Wmnix- ProLiant 34353739-3233-4d58- 2008-0%-
& [ Frame Relay cax 320 Server 26 DL360GS | 5136-302741313856 16 | 1905:30
@ Point to Point Serial Location: "DDMI QAlab™
@ Serial to Service Provider Network berserk.ottawalab.can.hp.com / rare ESX | 3.02 VMnix- ProLiant 2008-09-
@D\gﬁa\Suts:rlteereIDSL: 15.178.181.80 Server X856 DL365 G1 31 | 190539
SX 3.0.2
@ a7l E! 0.2
bl s 15.178.180.34 VMware ESX 350 VN - ProLiant 34353739-3233-4d58- - 2008-08-
&R wan wige E~iaa0 Server x86 DL360 G5 5138-313341308558 21 | 1905:38
LAN Reports
i sandy.ottawalab.can.hp.com / Viware ESX | 3.01 Vmnix- ProLiant 2008-09-
@ Lan Backbone 15.178.180.200 Server X8 DL385 G1 16 | 1905:38
&g FooI B esxa04
[ +] a‘cken Ring
Device Reports -
VirtualCenter Server
g servers - = =
a a Device Server Version Platform UUID  Update Time
+ Routers
K3_RRS_510/15.178.181.75 | VMware VirtualCenter | 2.5.0 win32-x86 2008-08-19 12

E_a Input and Output Devices
ﬁ Resource Managed Workstations

Win 2003 Server

%

Havigator . ETMDOMI
ETM DDMI - [~ 2=N Sese.
E7 tHisalh Fanel ET DOMI
& Scan Data Viewer Retoveny. S On Time Scanned Device Percantsgs
Devices Discoversd 1,082
& Scanner Generator e A
9 Fino Pereentage of Devies License 1% e
Asset Questionnaire Ports Discovered 2,055 100
Express Teaching Percentage of Port Capactty 1% o5
’ @ﬁ Regorts Devices Inventoried 299
~ B8 administration Percentage of Device Inventory License 20% 80
» [ Account administration = e —
» [i@ system Configuration —n Last 30 days:
B S i Recent Device Add Events ) —a 1 Mok Wi Mor Mow
- Iaa Recent Device Deiste Events o g
AsiJQuestionnaie
» 5 SHMP Tras Coniguration Recent Device Change Events 10 s
» [E8 Event Fiter Configuration s
» (68 Data Management - k|
» [ Router Discovery SNBSS Fan ' Lasteo amys
» E@ mysaL accounts B il Fius et
» E@ My Account Aaministration Exceptions [shaw] fheip]
» i status Unmanaged NCD < -
ey - Reverse DNS Leckups Point To Mulple DNS Agdresses 2z
B0

https://15. 178. 179. 121/nm fwebs findex.sp
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Se gdt

Wiew  Higtory

mJ

Bookmaiks  Tooks

hitps://15.178.179.121/nm/webui/index.jsp

r Health Panel

ER alorms Viewer

| f3Events Browser

T MEB Browser

¢l Scan Data Viewer
& Scanner Generstor

M Fins

W Exprass Teaching
» ERReponts
» B administration
- iR status
[y currenty loggea in accounts:
= Unrecognized fes distribution
[ 3 Percent recognized fisa
» B Current Settings:
~ B Device Status
[P Metwork mogel queue
[ % Metwork model processing
[.f% Agent depioyment queue
[ % agent depioyment processi
Scanner model processing
| Fitered devices
[ A Licensed gevices
[ active gevices
| PyDevice exceptions
[ Deactivated devices

-

Parameter

priority 3

UNSPSC description
Operating system:

Oparating system current manufacturer

UNSPSC operating systerm
Hardware manufacturer:
Vi type:

VM name

VI operating system:

VM atatua:

VM path:

VM UUID

Vi host:

Asset tag

BIOS asset tag:

BIOS product name:

BIOS product manufacturer:
BIOS serisl number

BIOS chasis

IR EEEER Vindowes 2003 Enterpriss Scrver (Win 2003 Scrver)
amadbryan-01 laba.peregrine.com / 15.178.178.224

Valus
Computer servers

Windows 2003 Server Enterprise Edition Service Pack 2

Microsofi Corp

Operating environment software
WiMware Inc

Witware

amsdbryan-01

Microsofl Windows Server 2003, Enterprise Edition (32-bd]
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=

)
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42330825-1301-497-7043-118581338000

15.17B 17044
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1]

VMware-42 38 o8 25 13 01 40 7-Td 43 1 8581 23 ab b0

WMware Virtual Platform
VMware, Inc

WVMware-42 38 &8 25 13 &1 de 97-7d 43 11 85 8 33 ab b0

Other

Scanning  Current status
stage
| nknown] = ext: rc - 0 (SUCCESS)

[unknown]  exit

[unknown]  exit

[unknown]  exit

rc = 0 (SUCCESS)
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rc = 0 (SUCCESS)
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Standalone versus Suite

The real limitation with DDMI is within reporting and analysis once data has been collected. DDMI only really
becomes useful if an organization is fully committed to either HP Asset Manager or HP UCMDB, in which case
it becomes a highly configurable data collector to feed these systems. Without these other components to hand,

other competitors who offer more value overshadow DDMI.

Dependency Mapping

DDMI is accompanied by HP Discovery and Dependency Mapping Advanced (HP DDMA), which provides
detailed mapping of how all of the individual components within an IT environment are related. The scenario
modeling and impact analysis are particularly useful to predict the impact of certain incidents, although
competitors in this review provided better overviews of business services and were more intuitive and easy to
use. HP DDMA uses the HP UCMDB as a central repository; so again, you need to be fully committed to HP to
make full use of this technology.

Product HP Discovery & Dependency Mapping Inventory (HP DDMI)
Version VI3
Methodology  Agent or Agentless Discovery
In a nutshell ~ Highly configurable data collector for HP CMDB and Asset Manager
Customers « 500

« Highly configurable agent deployment and scanning options

Strengths
« Processing of ISO/IEC 19770-2 Software ID Tags
« Unremarkable as a standalone product
Weaknesses  Limited reporting and analysis
« Only becomes useful with other HP components (Asset Manager or
UCMDB)
° Equlfax
References . SAP
« Principal Financial
« Size: Large Enterprises
Primary Use: Populating the CMDB or Asset M ¢ Reposit
Market Focus « Use: Populating the or Asset Management Repository

« Environment: Desktop and Datacenter

Pricing Model Not disclosed
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From the brochure:

“Discovery and Dependency Mapping Inventory (DDMI) provides information about IT managed assets.

It combines discovery with comprehensive hardware and software installation and usage data to support asset

management, service management and configuration management solutions.

Links:

« HP Discovery & Dependency Mapping Inventory (HP DDMI) Product Page
« HP Discovery & Dependency Mapping Advanced (HP DDMA) Product Page
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iQuate

Introduction

] Q i
iQSonar from iQuate is a discovery and inventory solution for complex I u u e

server environments. INVENTORY - INNOVATION - INSIGHT

iQuate have a sole focus of agentless inventory of servers and position
themselves as a tactical enhancement to other tools being used by an organization. iQuate clients feed data

generated by iQSonar into downstream license management or configuration systems.

SAM in the Data Center

iQuate argue that historically the majority of Software Asset Management (SAM) efforts have been focused on
the desktop, whereby the majority of cost is in the datacenter.

Organizations may have change control programs in place for the data center compared to the comparative
unknown of desktops. However the primary concern of those responsible for change control in the datacenter
is keeping the lights and maintaining service. Contemplating the licensing implications of any changes made to

systems is not always a top priority.

If successful SAM in the datacenter is where licensing savvy meets change control — then iQuate’s mission is to

provide accurate data to underpin that savvy.

Desktop SAM tools count installs to measure compliance (e.g. Microsoft and Adobe desktop products). For
the datacenter configurations are paramount (e.g. User profiles for SAP, hardware configurations for IBM,
database settings for Oracle). iQuate goes beyond average inventory and discovery tools and delves into these

configuration settings.

At the high end, making slight changes to server settings, say 16 to 32 cores, has huge impact on costs that can

overshadow desktop spend and iQuate have focused their efforts in this niche.
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Screenshots

Larger screenshots available online at: http://www.itassetmanagement.net/inventory-discovery-
tools-review
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Oracle Ora003272@IREUX09703

o ORACLE 108 ENTERPRISE EDITION

DATABASE

Options and Packs
Host Hame IREUXD9703 Operating System Line

Instance Information Instance Name 0ra003272 Service Pack/Release Red Hat Enterprise Linux
Port 1 Server release 5.3

Session Information  puild Number 10.2.0.4.0 (Thanga)
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Virtualization Platform vMware
Physical Server IREUX08587
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VMware Virtualzation (IEDUBESX027)
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[EDUBWINZB10 [EDUBWIN2810  Microsoft Windows Server 2003, Standard Edition | True 165.72.73.16
IEDUBWINZB09S [EDUBWIN2B0S Microsoft Windows Server 2003, Standard Edition 1 True 165.72.73.15
[EDUBWIN2803 [EDUBWIN2803 Microsoft Windows Server 2003, Standard Edition 1 True 165.72.66.106
IEDUBWIN27T73 [EDUBWIN2773  Microsoft Windows Server 2003, Standard Edition 1 True 165.72.66.203
IEDUBWIN2758 [EDUBWIN2758  Microsoft Windows Server 2003, Standard Edition | True 165.72.66.225
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VMware Virtualization (IREUXD8558)
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Application Credential History
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i # Mo Quick Guide

Analyze

-

iQSonar

Search Devices _ -} 5 q C 1P Die = e 8
Refresh Cache

The troubleshooting data was last updated on Sep 26 2011 3:52PM. Click button to refresh troubleshooting cache.

Location All Locations

Devices
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(2 windows ¥ unix & other
S Unigueness Failure B No Connection Bl Generic Failure B Unable to Logon

Total Devices - 3924
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Generic Failure (108)-

Fully Scanned (1918)
Unable to Logon {113)

T T—————Unscanned (312) Mo Connection (31)
Applications
¥ oracle
Total Applications - 782 Unscanned Applications - 153
N Partially Scanned EEE Unscanned Fully Scanned | | BN Pending Credentials W88 Unigueness Failure B Missing Discovery B Generic Failure
Fully Scanned (508) Generic Failure (83)——
Unscanned (153) ———
Partially Scanned (121) —Missing Discovery (3)
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The Virtual System Admin

IQuate use Product Adaptors to collect configuration details for applications. The Product Adaptors allow
commands and algorithms to be run in order to collect the information required for licensing. These adaptors
operate much like a virtual systems administrator, running commands and performing algorithms on an

automated basis to collect the desired information about an application.

For example; Oracle audits have traditionally been completed by running scripts and queries — iQSonar enables

this process on a grander scale in an automated fashion.

Strengths

It is great to see iQuate focusing on a high value niche and doing it well rather than trying to ne all things to
all men. They have gone after valuable configuration data for the largest software companies in the world;

organizations harnessing this information will make significant bottom line savings.

I like the way that iQSonar users can build upon the platform and ‘slot in’ their own product adaptors. Finally,
a key strength is time to value; organizations can make use of this agentless technology in their datacenter and

start returning cost cutting configuration details in a matter of weeks.

Weaknesses

This technology is great if you know what you are looking for e.g. ‘I want to collect accurate data to populate
my Oracle Server Worksheet so I can return an audit’. However I believe the tool set would benefit from a layer
of business intelligence to help organizations understand and make use of their data. Users can organize and
filter discovered assets, but some of iQuate’s competitors do a better job of providing different perspectives on

discovered data and creating actionable information.

1Quate might argue that this is the role of the downstream tools that they integrate with, but I believe they are

sat on a great data set and could provide even more value with the information they collect.
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Product
Version

Methodology
In a nutshell

Customers

Strengths

Weaknesses

References

Primary

Market Focus

Pricing Model

iQSonar
V2.11 (June 2011)
Agentless Discovery, Central Repository and Web User Interface

Collects complex server configuration details to support licensing decisions

in the datacenter.

~ 20
Configurable Product Adaptors

Datacenter Focus

Time to Value — Quick Agentless Visibility

Lack of Business Intelligence — great if you know what you are looking
for but more could be done with the collected data out of the box.

Barclays Bank
Babcock Marine

Size: Large Enterprises
Use: Collecting Complex Server data for Datacenter Licensing

Environment: Datacenter

Licensing dependent on what is being scanned — number of Oracle Cores,

number of servers, number of operating system instances (physical or virtual).

Available as perpetual licenses, term licenses or one off project based scan

license.
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From the brochure:

“iQSonar is a powerful discovery platform built to handle highly complex environments. Deployed agentlessly
across the largest and most challenging network topologies iQSonar’s automated inventory eliminates manual
errors that are common in discovery of complex multi-location, virtual, physical and cloud based environments.

iQSonar supports multiple platforms, network infrastructures and enterprise applications.

1QSonar focuses on complex enterprise server technologies from Oracle, Microsoft, IBM and VMware (among
many other vendors). iQSonar delivers unrivaled visibility of physical, virtual and cloud-based hardware and

software assets thanks to its extensive technical breadth and depth.

Designed for use in the largest networks in the world, multithreaded architecture and innovative database design
enables scalability supporting 200,000+ devices. iQSonar’s agentless technology is exceptionally quick to
deploy. With expert support from iQuate’s team of network specialists, clients and partners are guaranteed rapid

implementation and return on investment.

Through extensible Product Adapters, iQSonar is configurable to meet site and user-specific requirements and

easily calibrated to run in almost any environment.

Deployed entirely within the client network, iQSonar retains all data centrally and securely. iQSonar increases
security by using intelligent credential management, seamlessly integrating with user access control products,
proxies and administration gateways. iQSonar is highly encrypted with AES Standard algorithms using
multiple, variable length keys.

Unrivalled flexibility is key to iQSonar’s power. As an enhancement technology, iQSonar works with your
existing processes and tools to improve visibility and inventory accuracy, unlocking and sharing the value of

information held within the network, maximizing the ROI from your existing tools and processes.”

Links:

* iQSonar Product Data Sheet
*  ‘Unlock the Full Potential of SAM’ Data Sheet

*  On Demand Webinar and Demonstration (Registration Required)

*  Contact iQuate
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NEXThink

Introduction N

NEXThink have taken inventory to a whole new level with
their ‘Enterprise Desktop Monitoring’ offering. As well as assets the company also monitors users, devices,

packages, applications, executables, binaries, ports, destinations, connections and print jobs.

Their offering provides comprehensive and dynamic inventory information to support IT Asset Management
efforts but also provides a contextual layer to the assets on the network to support service management priorities

such as lags, delays, crashes, waiting times and bottlenecks.

It is a clever blend of network inventory and desktop monitoring which would be incredibly useful to service

management or networking professionals looking to troubleshoot application performance.

Infrastructure and Methodology

NEXThink utilize an installed agent, which sends real time information to a central engine. They promise a
‘Google-like’ search and query experience by saving data in an ‘in-memory’ database for instant access to

results.

Day to day administration is via a standard console with additional web based reports. Users of the system can
also make use of online knowledge base resources such as predefined investigations, reports and application

information such as known security vulnerabilities.
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Screenshots

Larger screenshots available online at: http://www.itassetmanagement.net/inventory-discovery-
tools-review
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Service Quality Monitoring

NEXThink argue that outside the datacenter and the delivery of production or core infrastructure; the key
measurement of performance is user satisfaction. Their offering is designed at identifying issues with service

and analyzing the root causes within the infrastructure in order to improve customer experience and availability.

NEXThink begins with a bird’s eye view of services with views of both current and historic performance.
Administrators can configure global performance indicators (crashes, time-outs etc.) and business services

(exchange, CRM, Intranet etc.).

From this global view issues can easily be identified and investigated via drill down into specific service
details. Users of the system can view the relationship and performance issues between end user devices, users,

applications, ports and destinations (the final delivery point for a service such as a physical server or cloud).

Asset Performance

As well as the high level service overview, users of NEXThink Enterprise Desktop Monitoring can drill
down to view the details and analytics for specific devices. Search, browsing and reporting is intuitive and

straightforward with seemingly endless drill-down and re-framing of data depending on circumstances.

I see the NEXThink offering as complimentary to traditional IT Asset Management toolsets. It offers a forensic
level of detail on assets and configurations, but unlike other tools assessed in this review inventory data can be

acted upon and reported on directly from within NEXThink rather than purely feeding another system.

Strengths

This is inventory on steroids, next generation asset performance, availability, forensics and relationship
mapping. NEXThink includes great dashboards, reporting and service-oriented analysis. This is a great resource

for hunting down root causes and improving user satisfaction.

Weaknesses

Price may put this technology out of reach for some organizations; indicative pricing is $63 per seat for 1,000

Devices. NEXThink is currently only available for the Windows platform.
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Product NEXThink Enterprise Desktop Monitoring

Version August 2011 (V4)

Methodology Agent based inventory and activity monitoring

Inventory on Steroids; discovery and relationship mapping aimed at user

In a nutshell . ) .. g ) )
satisfaction and application availability for Windows devices.

Customers « 170

« Inventory on Steroids
Strengths « Ease of use, great reporting and analysis

« Oriented towards provision of services

o Cost
Weaknesses
« Windows only

o French Ministry of Defense

e Swiss Government
References . AXA

o Qatar Telecom

e Securitas

o Size: Large Enterprises, Global 2000

Primary o Use: General Desktop Inventory and Compliance, Performance
Market Focus Problem Detection, Application Performance and Availability

« Environment: Desktops

Pricing Model Priced by seat (Indicative; $78 per seat for 100, $63 for 1,000, $34 for 10,000).
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From the brochure:

“NEXThink is an innovative and fast-growing technology Swiss firm focused on helping IT organizations to
address their end-user computing management challenges with a unique self-learning discovery and real-time
monitoring technology of their hardware configuration and properties, application and network activities,
computer and IT service health.

NEXThink real time desktop monitoring has been adopted in the last four years by more than 170 customers

that have deployed the solution on more than 700’00 end-user workplaces across EMEA. By using NEXThink,

these I'T managers can fully control their desktop transformation projects, engage into virtualization, succeed in

infrastructure and operational costs optimization, improve end-user satisfaction and infrastructure support, and

validate end-point security and compliance:

* Performing live discovery of contextual inventory including utilization statistics and patterns,
getting instant results

*  Measuring I'T service performance and computer health from each end-user device,
preventing incidents and solving user issues much faster

* Ensuring compliance with corporate policy and mitigating risks by detecting unsecure
activities

*  Monitoring your virtual applications and desktops infrastructure to fine-tune host and
network resources. Comparing virtual versus physical infrastructure performance, detect and
resolve performance issues.

* Migrate your end-users and infrastructure with confidence, succeed in I'T transformation at
every step of your project

NEXThink is changing the IT management software experience in the way people can visualize and manage
their IT infrastructure with products that are ultra-easy to install, very low in resources and performance
impact, ultra-fast navigation and drill-down into live and historical data, and powerful diagnostics, alerting and

reporting tools.”

Links:

 NEXThink Brochures

* Documentation

* Contact NEXThink
» 2-Minute Video Tour
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Numara Software

Introduction

Numara have a solid offering for inventory and discovery.
This is the strongest inventory tool for Mid-Market customers in this review. It ticks all the right boxes in terms
of functionality with visibility of assets, reporting and analytics, ease of use, and most importantly the ability to

take action.

Many of the technologies assessed in this review are data generators for analysis or feeding other systems.
However the Numara FootPrints Inventory Manager and Compliance Manager offering is designed with action
in mind; allow me to define a policy, allow me to benchmark my estate against that policy, show me desired

versus actual assets, and allow me to take corrective action, all from within one console and one agent.

It does everything you would want a modern inventory tool to do, at an aggressive price. Numara’s traditional
core market has been small to medium companies but I suspect they will continue to irritate large enterprise

competitors with this solution.

Infrastructure and Methodology

Numara use an agent / server infrastructure to deliver their inventory with other hybrid agent-less and auto-
discovery options when required. Access to the main console is either via traditional on premise installation or

java-based browser access, a cloud offering follows soon.

Every agent deployed can also be configured to operate as a local ‘relay’ to reduce workload. The relay works
as a local Lieutenant and conduit to the main inventory server and coordinates all the other agents in that local
vicinity. Individual agents can be configured to respond to the local Lieutenant, the central server or via the web

depending on administrator preferences.

Once deployed this same single super agent can also be used for all other systems management tasks such as

patch, deployment and vulnerability assessment. The result is a smart, scalable, dynamic picture of your estate.
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The visual relationship mapping is impressive. Relationship mapping technology is usually dependent on one
central data model with all subsequent reports stemming from this central theme — i.e. show me the services
reliant on a configuration item or show me the ports hanging from a switch. With Numara the administrator
defines the territory. Visual maps can be built from dynamic custom-built queries, for a handful of devices or
hundreds. The screenshots provided with this review don’t really do it justice, if you want an instant mind-map

of issues at hand it’s worth a look.

The IT Management Swiss Army Knife

What has struck me most about this offering is that it is designed for action and management by exception over

analytics.

Administrators can define new builds or desired states and not only benchmark the estate against these goals but
also monitor them until they are complete from an inventory and compliance perspective. For example I want
standardize on a certain version of Internet Explorer; allow me to build a dynamic query showing all devices
that deviate from that policy, assign that dynamic query to the deployment team to rectify and allow me to
watch as the project is completed.

The industry norm is at best, incomplete integrations between different tools, and at worst printed job sheets
or csv exports with lists of devices to be changed. The fact that project batons can be passed between different
teams without losing accuracy and relevance, whilst catering for the different needs and priorities of teams,

is very powerful. Other tools in this review offer this functionality — but not with one tool, one agent and the
deployment and reporting infrastructure to give you confidence that the results are accurate and exhaustive. In

this respect, Numara are definitely pulling away from the rest of the market.

One criticism of the Swiss-Army Knife approach to IT Management is that technology suites become jack-
of-all-trades and master of none in comparison to best of breed niche tools. Numara have taken steps to
address this with strategic partnerships with other enterprise software leaders such as Shavlik for vulnerability

information and Express Metrix for software recognition.
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Product Numara FootPrints Inventory Manager and Compliance Manager
Version V11 (November 2011)
Methodology ~ Agent or Agentless Inventory and network governance
In a nutshell I'T Management Swiss Army Knife
Customers « 900
o Versatile

« Easy to Use
Strengths o Great Value for Money
« Report actual versus desired and take action

e Dynamic Groups and Visualization
Weaknesses e No Unix.

« Air France,
 Tottenham Hotspur,
References

« City of Atlanta,

o Trafigura
o Size: Mid-Market Organizations

Primary Market « Use: All-round Inventory, Policy Governance, I'T Management

Focus « Environment: Desktop & Datacenter

.. Volume pricing per seat (Indicative pricing for 1,000 seats Inventory
Pricing Model Manager $13.50 per seat, Compliance Manager $9.00 per seat).
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From the brochure:

“Numara FootPrints Inventory Manager and Numara FootPrints Compliance Manager are part of a modular yet

fully integrated solution for IT Lifecycle and IT Service Management.

FootPrints Inventory Manager automates complex inventory tracking providing accurate, current and complete

asset intelligence to help guide investment decisions reduce manual processes and maintain compliance.

From the desktop, FootPrints Inventory Manager will automate the entire data-gathering process for your fixed
and mobile IT assets whether they’re Windows, MacOS, Linux/VMware Workstations, servers, laptops or
mobile/peripheral devices. After the initial audit, you will have a complete view of your IT assets, including

their current hardware and software configurations.

From the console you’ll be able to manage configuration changes across the network or enforce change-control
policies. It will also maintain a detailed inventory history and update this through scheduled automated audits or

its ‘audit now’ feature when you need your asset data in near real-time.

FootPrints Compliance Manager allows you to define policies based on vendors’ licensing agreements and
other regulatory standards to quickly assess your compliance levels. With essential tools, reports and templates
for ISO 27001, ISO 27002, National Institute of Standards and Technology (NIST) and Microsoft® hardening

guides, you’ll be ready for your next audit with the minimum amount of disruption.

FootPrints Compliance Manager integrates tightly with FootPrints Inventory Manager to give non-intrusive,
agent-less scans of your network that will detect any potential compliance issues. The dynamic grouping
options allow you to quickly identify, group and take action against any devices that do not meet your defined

compliance policies. Numara FootPrints has achived PinkVerify 3.1 Ten Process Accreditation.”

Links:

* Numara Software Footprints
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ServiceNow

Introduction .
service
now

ServiceNow is a SaaS IT Service Management platform. Their network discovery

and inventory offering, ‘ServiceNow Discovery’, is specifically designed to populate the ServiceNow CMDB

and populate downstream ITIL processes with network and asset data.

ServiceNow Discovery also maps relationships between discovered items and augments inventory data with
other enterprise data feeds. The goal is to seed service management processes with accurate inventory data;

build a single source of truth and system of record.

Screenshots

Larger screenshots available online at: http://www.itassetmanagement.net/inventory-discovery-

tools-review
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Infrastructure & Methodology

The ServiceNow Discovery infrastructure consists of two components:

1. Management, Integration and Discovery (MID) Servers that sit locally on the network

2. An instance in the cloud

The MID Servers, as the name suggests, act as local sentinels collecting information, talking with data sources
and discovering the network. This data is then encrypted, bundled and fed to the instance in the cloud where the

data is interpreted.

The MID Server is a ~30MB standalone Java application, typically residing on a Windows Server and placed

strategically across the network depending on network structure and geographical locations.

The MID Server sits behind the firewall and communicates using a specific configurable port. One of the key
selling points of a SaaS application is removing upgrade headaches; the MID Servers update themselves whilst

the main instance is upgraded.

The MID Server uses agentless discovery across native ports and protocols. As with any agentless offering
there is a trade-off between the use of installed agents and richness of data. For the sole purpose of feeding the
CMDB, I think they have struck the right balance. Competitors may have more depth in terms of discovered

data but also have different goals in mind such as systems management and deployment.

Enterprise Configuration Management System

All this data collected from the MID Servers is fed into an online Enterprise Configuration Management System
(CMS).

With Service Management in mind, network discovery data is unlikely to be your only source of information.
ServiceNow Discovery data can be ‘federated’ with other sources, such as databases, to add metadata to

discovered assets.

For example last logged in user can be correlated with active directory data, which can be correlated with

purchase history databases and so on.

I found these enterprise data Mashups to be blindingly straight forward and intuitive. Integrations follow a

simple three-step process:

1. Identify your data source (e.g. SQL)
2. Assign a “Transform Map’ (what data goes where)

3. Assign a schedule (how often)
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Support for a variety of enterprise integrations is made available via the ServiceNow wiki.

From Discovery to Business Service Management

Discovered network configuration items and relationships are automatically mapped.

Users of the system can manually specify which technical items constitute a business service. For example the
business service ‘Sales force Automation’ might be made up of two web service components. Once this linkage
is made by the user ServiceNow Discovery associates all the component parts and relationships that underpin

that business service.

The result is a bird’s eye view of the business service. Each component of the service is annotated with any
current incidents, problems or changes that are pertinent to that service. Users can subscribe to a business

service and receive a feed or updates on all the dependencies associated with that service

The arrangement of information and fields can be configured to suit user roles; so a technical analyst might see
a different view of the world to an asset analyst, and each user can configure their own world view in terms of

dashboards and portal settings.

Strengths

It’s what you would build if you wanted to build a CMDB from scratch in the cloud. Key strengths are the
versatility of the whole system; it’s ease of use and intuitiveness. I particularly liked the bird’s eye view of

business services and associated assets and found the enterprise data Mashups to be very powerful.

Weaknesses

This is a review of inventory tools not Software Asset Management tools, but the software recognition

capabilities of ServiceNow Discovery was lacking compared to agentless competitors in this group test.

Although the primary goal 1s ITSM, as organizations mature and look to broaden the scope of ServiceNow to
include basic License Management they will find this section of the solution to be labour intensive compared to
competitors (For example for automating new software requests or building in license management steps into

change management).

Specifically, ServiceNow uses add/remove programs for software identification, which is unreliable for license
management. Users need the ability to translate installed files and technical data into recognizable product

licensing terms.

This is perhaps an overly critical point of an otherwise compelling solution.
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Product
Version

Methodology

In a nutshell

Customers

Strengths

Weaknesses

References

Primary Market
Focus

Pricing Model

ServiceNow Discovery

Junell

Agentless Discovery feeding a SaaS I'TSM Platform
Enterprise-grade agentless discovery and relationship mapping for
datacenters

« 150 Using Discovery
« 800 Total

o Versatile
o FEase of Use
« Bird’s Eye View of Business Services

Enterprise Data Mashups
« Application Recognition (Add/Remove Programs Only)

e Intel
o Kohler
o Kimberly-Clark

o Size: Large Enterprises, Global 2000
« Use: Populating the CMDB for I'T Service Management

e Environment: Datacenter

Priced by physical server, minimum 500 servers (Virtual machines,
desktops and other networks devices free). Prices start at US$5.50 per
server per month with volume and term discounts available.
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From the brochure:

“We know the configuration management database (CMDB) is only as useful as the accuracy of the data and
relationships it manages. ServiceNow Discovery, with application dependency mapping, is agentless and is
designed specifically to populate and maintain an accurate ServiceNow CMDB.

Built on the ServiceNow platform, Discovery takes the hassle (and the network impact) out of running this
critical process. ServiceNow Discovery detects networked configuration items (Cls) and application dependency
mapping determines relationships to help automate service model definition. This information is then used
throughout all ServiceNow applications to automate closed-loop change verification, perform unauthorized

change detection and impact analysis, and enable hardware and software asset management.

IT organizations need a lightweight discovery technology built on the same platform as the ITSM functionality
it supports. Discovery is fully integrated with all ServiceNow applications to give you a good understanding
of technology infrastructure and help you deliver excellent IT service. Legacy discovery tools can only be run
outside of business hours to avoid a negative impact on network traffic, which really impedes the usefulness
of discovery. With ServiceNow, you can run Discovery whenever you need it, without impacting your network

performance.”

Links:

 ServiceNow Discovery Product Page

*  Online Demo

* (Contact ServiceNow

- Wiki

e  On Demand Webinar
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https://demo.service-now.com/
http://info.service-now.com/LP=248
http://wiki.service-now.com/index.php?title=Discovery
http://bit.ly/AnD5lC
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